Abstract-Internet of things (IoT) has become one of the most prominent technologies that the world has been witnessing nowadays. It provides great solutions to humanity in many significant fields of life. IoT refers to a collection of sensors or object in the universe with the capability of communicating with each other through the internet without human intervention. Currently, there is no standard IoT architecture. As it is in its infancy, IoT is surrounded by numerous security and privacy concerns. Thus, to avoid such concerns that may hinder its deployment, an IoT architecture has to be carefully designed to incorporate security and privacy solutions. In this paper, a systematic literature review was conducted to trace the evolvement of IoT architectures from its initial development in 2008 until 2018. The Comparison among these architectures is based on terms of the architectural stack, covered issues, the technology used and considerations of security and privacy aspects. The findings of the review show that the initial IoT architectures did not provide a comprehensive meaning for IoT that describe its nature, whereas the recent IoT architectures convey a comprehensive meaning of IoT, starting from data collection, followed by data transmission and processing, and ending with data dissemination. Moreover, the findings reveal that IoT architecture has evolved gradually across the years, through improving architecture stack with new solutions to mitigate IoT challenges such as scalability, interoperability, extensibility, management, etc. with lack consideration of security solutions. The findings disclose that none of the discussed IoT architectures considers privacy concerns, which indeed considered as a critical factor of IoT sustainability and success. Therefore, there is an inevitable need to consider security and privacy solutions when designing IoT architecture.
I. INTRODUCTION
Recently, new technology has emerged with a number of solutions to facilitate the way of interacting with any object in the world. The promising technology of the Internet of Things (IoT) offers many attractive and useful solutions to help improve communication with everything in the surrounding world. IoT assists people to interact with objects as a new paradigm of communication. This technology promises that the things around us will become smarter and more intelligent. Therefore, the technology of IoT is a recent communication paradigm that is highly integrated into our daily life, providing various applications that can change our lifestyle by making it easier, safer, and smarter [1] , [2] . Although many definitions for IoT have been derived by scholars, so far, there is no standard definition for IoT [3] - [5] . The essence of IoT is that all things surrounding us can connect to the Internet and exchange data anywhere and at any time [6] , [7] .
The Internet of Things (IoT) will play an essential role in many aspects of our daily life. This technology was designed to tackle problems that arise because people have limited time, attention and accuracy when collecting data from things in the real world. The primary aim of IoT is to simplify our daily lives and mutate our way of accomplishing or fulfilling duties [8] - [10] . IoT can be employed to improve many important fields (e.g. healthcare, automobiles, entertainments, industrial appliances, sports, homes, transportations, smart grids, and intelligence systems) [7] , [11] , [12] . Furthermore, it can be used in the food industry, restaurants, logistics, tourism, travel, and library services [13] , [14] . In addition, it can be useful for improving the governmental services provided for citizens, such as e-participation, e-aging, disabled people, etc. [10] . Technology reports on IoT show a dramatic change in the way we work and live due to the impact of IoT on industry and society [2] . The potential economic impact of IoT and its supporting technologies is estimated to reach a price ranging from $3.9 trillion to $11.1 trillion a year by 2025 [15] . It provides great benefits, cnidulcni home monitoring, health monitoring, agriculture monitoring, energy monitoring and control, environmental monitoring, smart education, smart security, etc. [16] . The future will witness many smart applications in different fields. IoT will offer potential value to the consumers. For example, in smart automobiles, IoT can be used to detect the traffic jam on the road and notify the driver to take a decision to avoid any inconvenience that can occur due to traffic jam [17] . The most beneficial value gained from IoT is when it is used in critical fields, such as in predicting natural disasters. In this case, the sensors and autonomous simulations can predict the occurrence of earth-slides and other disasters. Furthermore, according to such detection, appropriate action can be taken in advance. Another important field that IoT can offer significant value to is an industry. For example, IoT can assist in the management of a fleet of cars for an organization, monitor their performance and detect which one needs maintenance. A significant application can be seen in monitoring water scarcity, where an IoT device can detect scarcity in different locations and can alert users if an upstream incident occurs as well, such as an unintentional release of sewage into the stream, which has dangerous implications. In addition, an appreciable advantage of IoT can be noticed when monitoring patients and saving their lives. Agriculture and other important fields can utilize IoT to perform accurate tasks The remaining paper is organized as follows: Section 2 presents the research methodology that is used to achieve the objectives of this research. Section 3 introduces background details related to IoT history, privacy and security concerns in IoT. Section 4 surveys the existing IoT architectures. Section 5 provides the discussion of IoT architectures in terms of the consideration of privacy and security, covered the issue in architecture with techniques used, architectural stack (the number of architectural layers). Section 6 concludes the conducted review.
II. RESEARCH METHODOLOGY
The paper provides a systematic literature review to study the existing IoT architectures. Precisely, the systematic literature review provides a comparison between sixteen of the existing IoT architectures that were developed between 2008 and 2018 [5] , [18] , [43] , [35] - [42] . To accomplish the systematic literature review, the methodology of this study is divided into steps, as depicted in Fig.  1 . (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 10, No. 7, 2019 234 | P a g e www.ijacsa.thesai.org
As shown in Fig. 1 , the methodology of this study is divided into the following steps: 
A. Research Questions
The aim of this research is to study and compare the existing IoT architectures in terms of the architectural stack, covered issues, and consideration of security and privacy aspects. The systematic review aims to address the following research questions:
1) Is there a standard IoT architecture? To answer this question, the researcher studied all the existing sixteen IoT architectures that were proposed during the period 2008 and 2018. This research question was divided into the following sub-questions.
 What are the IoT architecture layers or stack?
 Do all layers provide the same meaning for describing IoT?
 Do the existing IoT architectures thoroughly provide a complete meaning to IoT nature?
2) Are security and privacy considered as essential components of the IoT architecture? To answer this question, the focus was on studying the security and privacy in each of the selected IoT architectures. This question was divided into the following sub-questions:
 What are the issues that IoT architectures covered and the used techniques?
 Are security and privacy aspects implemented in IoT architectures?
 What are the open research questions related to the IoT architectures, as well as the security and privacy aspects?
B. Research Keywords
The research keywords were extracted from the research questions. Table 1 presents the research keywords, which were used for searching the resources, used in this paper. "IoT architecture"; "internet of things architecture" 1 "IoT layers"; "internet of things layers" 2 "IoT privacy"; "Internet of things privacy" 3 "IoT security"; "Internet of things security " 4 The search strings S1 and S2 are formed as a disjunction of the first two lines, and a conjunction of the disjunction of the last three lines of the specified keywords: S1= : L1 OR L2 AND (L3 OR L4)   S2=: L1 OR L2 AND (L3 AND L4) In addition, each line represents a disjunction of its selected keywords, e.g. L2 =: {IoT layers OR internet of things layers}.
C. Reviewing the Literature
In this systematic literature review, 144 resources from different online databases were used. Most of the research papers used in this review were found on google scholar, IEEE, Future Generation Computer System, ICCCN, ICICTA, IEEE Xplore, ACM, COMNET, and other databases. The selection of the architectures was based on the year that the architecture was developed in, starting from the first IoT architecture, which was proposed in 2008, and covering all the IoT architectures that were proposed until 2018. Each of the selected IoT architecture was comprehensively studied and classified according to the number of IoT layers as:
D. Specifications of the Comparison Criteria
Use The selected IoT architectures have been studied, and a comparison between these architectures was conducted in terms of the number of IoT layers in each architecture, their architectural stack, and whether the architecture has considered security and privacy aspects.
1)
Architecture stack (IoT layers): each architecture consists of layers that are used for describing the complete nature of IoT, starting from data collection and ending with data presentation. This criterion is used because the main components of IoT architectures are the layers that cover a subset of the required IoT functionalities or processes.
2) Covered issues and challenges: This criterion is used to show how the IoT architecture evolves over the years, and to highlight what each architecture address.
3) The technique used: This criterion is used to present the technology used for addressing the IoT challenges to improve IoT architecture.
4)
Security: This criterion is very crucial because security in IoT is considered the key driver for IoT success. Thus, security should be considered in IoT architecture.
5)
Privacy: This criterion has received most of the attention so far, because it touches IoT users and, thus, leads to the acceptance of IoT among users. The ways on how to preserve users' privacy must be considered in IoT architectures.
III. BACKGROUND AND OVERVIEW

A. History of the Internet of Things
The idea of connecting devices together has been around since the 1980s. Then, the concept changed to the terms of embedded computing and persuasive computing. In the early www.ijacsa.thesai.org 80s, the first example of the Internet of Things appeared as a Coca-Cola machine, which was located at Carnegie Melon University. This machine had the ability to count the number of drinks left, and measure whether they are cold enough or not [44] . During the period between 1980 to 1990, many companies in America and Europe focused on manufacturing radio frequency identification (RFID) tags. Essentially, an RFID tag was used to identify an object. In the same period, this technology of object identification (RFID) was deployed for automatic toll payment application [45] . Moreover, the 1990s witnessed the great movement of shifting from machineto-machine (M2M) to wireless technology [46] . Global Positioning Satellites (GPS) begun to be used in 1993 [47] . This technology was used to determine the location of an object. In 1998, the use of the term Internet of Things was presented by Kevin Ashton [5] , [48] . The year 1999 was called the big year of this new term when the British technology pioneer Kevin Ashton (executive director of auto-ID center) coined the new term as the Internet of Things (IoT), which started gaining more popularity in academia and industry [44] , [49] , [50] . In 2000, the first Internet-connected refrigerator was announced by LG [44] . In the years of 2003 and 2004, the IoTsupporting technology of RFID was extensively used by Walmart and the US Department of Defense [44] . Moreover, in the same years, the IoT term had appeared in well-known publications like the Guardian, Scientific American and the Boston Globe. In 2005, ITU-T published the first article on IoT [51] . IoT was recognized by the EU in the period between 2006-2008, and accordingly, the first European IoT conference was held [52] . The statistics shown by Cisco Internet Business Solutions Group (IBSG) confirm that IoT was born between 2008 and 2009, due to the increase in the number of things or objects that were connected to the internet, which exceeded the number of people. In 2010, China considered IoT a key industry and made plans to focus its investment on it. Furthermore, IPv6 was launched in 2011 with the capability of providing 2 128 addresses, which is sufficient to address every atom on earth [53] . The IPv6 protocol can be used in IoT. In 2012, the technology of mobile computing became popular and used in IoT development. As the number of connected IoT devices increased, many challenges emerged and many solutions were introduced such as IoT platforms. Most of Known IoT platforms were launched in 2013 [54] . Many of proprietary and open source platforms were introduced to accelerate IoT development. In the same year, an IoT group was created by Intel company, and later, in 2015, an operating system for IoT called Brillo was developed by Google [44] . Subsequently, a drastic change was noticed in the way people perceive the promising technology due to the major evolution in technologies, such as embedded systems. As a result, billions of IoT devices were connected to the Internet. In this regard; Statista (the statistics portal), which presents statistics and studies from more than 22,500 sources, expected that the number of connected IoT devices to reach 30.73 billion devices by 2020, and 75.44 billion by 2025 [55] , [56] . IDC estimated that global IoT spending will reach $1.29 trillion by 2020 [57] , [58] . In [59] authors predicts that the number of connected cameras to the internet will reach 100 billion in 20130 (Internet of video things). Fig. 2 illustrates the history and evolution of IoT. As presented in Fig. 2 . IoT has been gradually evolving due to the development of many technologies, such as RFID, wireless sensor network, global positioning system, cloud computing, web 2.0, low energy communication, IPv6, mobile computing, analytics systems, and other new technologies. The analysis of IoT history also shows that the number of IoT devices has increased in recent years, and is expected to rise sharply in the coming years, which indicates that IoT will intervene in every corner of our life.
B. Internet of Things Definition
At present, there is no standard definition accepted for IoT, as it is still in its formation process [5] , [50] . A lot of communities and organizations defined IoT according to their perspectives. RFID community defined IoT as things-oriented in which tags are a thing [60] . They defined IoT as; "the worldwide network of interconnected objects uniquely addressable based on standard communication protocols" [6] , [61] . Another definition was formed by the European Research Cluster of IoT (IERC), in which they defined IoT as; "The Internet of Things allows people and things to be connected anytime, anyplace, with anything and anyone, ideally using any path/network, and any service" [6] , [62] . The International Telecommunication Union (ITU) defined IoT as; "From anytime, anyplace connectivity for anyone, we will now have connectivity for anything" [6] , [63] .
Through the concept of the Internet of Things, things in the world can integrate and communicate with each other, in order to serve humans in their daily lives. Generally, the Internet of Things (IoT) refers to collections of various sensors, objects, and smart nodes, which have the capability to communicate with each other, without any intervention from people [11] . More specifically, it involves connecting any device that has the feature of switching off or on through the internet. To be more specific, it includes everything, such as cell phones, headphones, washing machines, lamps, wearable devices, and an electronic device that anyone can think of [17] . IoT provides devices with the capability to sense (think, see, and hear) from the environment and make a decision [64] , [65] . A device can be considered as a node in the IoT, therefore, each node has the ability to transfer lightweight data, access and authorize cloudbased resources for the purpose of collecting, extracting data and making decisions through the analysis of the collected data [11] .
C. Nature of the Internet of Things
The main purpose of IoT is to facilitate the process of exchanging information among things and retrieving useful knowledge from the exchanged information [5] . The great value of IoT is to improve the services of collecting, analyzing, and extracting knowledge for different purposes. To perform these services, IoT should possess three main characteristics, which are; comprehensive perception, reliable transmission, and intelligent processing [66] , [67] . Comprehensive perception involves diverse devices, such as sensors and RFID, to obtain information from any object, anywhere and at any time. The reliable transmission includes a variety of wired and wireless networks that are used for data transmission. Intelligent processing is about having technologies like cloud computing, which is used for storing and processing the obtained data by sensors [67] . In order to make this new technology a reality, many related technologies support the evolution of IoT, such as wireless sensor networks, cloud computing, communication networks, mobile technologies, identification technologies, big data, security and privacy technologies, distributed computing, and fog computing [1] . Mainly, the IoT environment relays on the internet, mobile communication networks and wireless sensor networks [68] . IoT can benefit from the unlimited capabilities of cloud computing, which are mainly used for the storage and processing of data [69] . Cloud computing can also enable data collection, accelerate the setup and integration of new things, and reduce the cost of deployment [70] . Big data technology can be utilized in IoT where the collected data from sensors can be analyzed to give a better understanding of the physical world [71] . Since IoT is susceptible to attacks like Denial of Service attack(DoS), Distributed Denial of Service attack(DDOS), compromised nodes, and malicious code hacking attacks, specific security technologies, such as homomorphic and searchable encryption, can be used to make IoT secured [1] , [72] . IoT is related to a distributed computing technology where the Internet can extend into the real world to connect everyday objects [73] . In addition, IoT is related to fog computing technology where computing, storage, control, and networking power can be placed anywhere, for example in data centers, cloud, edge devices, sensors, and gateways [74] , [75] . Furthermore, Nanotechnology is also related to IoT, where Nano-devices can be integrated with the communication network and with the Internet to form the Internet of Nano things [76] . Fig. 3 depicts IoT and related technologies. Vol. 10, No. 7, 2019 237 | P a g e www.ijacsa.thesai.org As mentioned earlier, IoT provides some useful benefits, such as home monitoring, health monitoring, agriculture monitoring, energy monitoring and control, environmental monitoring, smart education, smart security, etc. [77] , [78] . Regardless of the great benefits offered by IoT, many challenges and concerns hinder its development and success [24] , [79] . emoS surveys, such as the surveys of [18] , [21] - [24] , [80] , were conducted to discuss the challenges of IoT. Nevertheless, to date, security and privacy concerns are the major challenges [25] , [26] , [81] that scholars are paying more attention to, in order to discuss and address the IoT challenges.
D. Security and Privacy in the Internet of Things
Security and privacy requirements for IoT are essential for mitigating failures and ensuring the acceptance of IoT by customers [82] . Some researchers consider privacy as part of security issues [11] , [83] , [84] . Indeed, there is a noticeable difference between the terms of privacy and security [85] . Security deals with securing the privacy of data, data through communication, data at storage, data at processing, and securing the access of data [11] , [86] . Many security issues are threatening IoT, including vulnerabilities and attacks. For example, the first IoT worm detected in 2013 was called Linux. Darlloz, with the capability of attacking devices like home routers, CCTV, cameras, and other small Internet-enabled devices [87] . During the period from December 23rd, 2013 to January 6th, 2014, another incident attack was detected in smart devices like refrigerators and televisions. These smart devices were hacked to send more than 750,000 spam and phishing emails to individuals [43] . In 2016, the distributed denial-of-service attack took place by exploiting the unaltered default password across a large number of IoT devices [88] , [89] . Therefore, the security notion aims to avoid threats that compromise IoT systems and affect the confidentiality, authority, authenticity, integrity, and availability of IoT systems [90] . Various security mechanisms exist to defend various security issues in all IoT layers, as discussed in [1] , [43] . Thus, security can be defined as a structured framework composed of policies, procedures, techniques, and measures required to protect the assets of individuals and the systems against threats that may occur deliberately or unintentionally. In other words, security can be defined as a concept that attempts to protect data and devices from external attacks, spyware, and subversion [83] .
Whereas security is more concerned about securing data, privacy is more related to people and their data, especially data with a high degree of sensitivity [83] . It is believed that every person should have the right to control his/her private data [62] . The term of information privacy or data privacy was known since the 1960s, due to the increase of electronic data processing [91] . Privacy was defined as "the right to be let alone", by Warren and Brandeis in 1890, in his article of 'The Right to privacy' [92] . Then, privacy was defined by Westin as "the claim of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others", in his book "Privacy and Freedom" [93] . From the previously mentioned definitions, privacy can be summarized as the release of information in a controlled way. It involves the concealment of personal information and the ability to control personal data [94] . To be more specific, privacy means that the person has the right to determine the level of his/her interaction with the environment, or the amount of data that can be viewed for the public [28] , [62] , [83] . Weak security measures in IoT devices lead to privacy breaches and safety threats in the real world [95] . There are large overlaps and intersections between security and privacy concepts, but there is a notable difference between the terms, as Fig. 4 , illustrates [83] . Generally, the manufacturers of IoT concentrate and care about hardware security more than they care about users' privacy [83] .
IoT devices can leak sensitive information, as shown by recent studies [96] . For example, the data collected by smart switches, smart thermostats, and smart power meters can leak information, including information about whether a home is being occupied [97] , [98] . Furthermore, IoT devices (e.g. rooftop solar panels) can reveal home location [99] , [100] . In solar energy analytics, energy data can leak location information, which may cause location-based privacy attacks [96] . In critical fields (military, as an example), the privacy threat is very dangerous, because IoT devices can leak sensitive information that the enemy can exploit. For instance, Strava fitness app posts a map of its users' activity on the internet. Security researchers showed that this public activity map imposes a severe threat to the U.S national security by indirectly revealing the locations and behaviors or attitudes of the U.S military bases and personnel in Syria and Iraq [96] , [101] . In healthcare, many IoT applications were developed to serve this sector, including apps used for sensing glucose level, monitoring blood pressure, monitoring ECG, etc. [102] . These applications are exposed to attacks and vulnerabilities [103] . In IoT devices, such as an insulin pump that was manufactured by Medtronic company, the system does not provide adequate security to the command sent to the pump by patients. This lack of security leads to serious privacy issues. Some of these issues are revealing patient's information by third parties, intercepting commands and replacing them, and threatening patients' lives by delivering a fatal insulin dose to the patient as well [104] . In smart cars, vulnerabilities have been found, and they can threaten people's lives. Tesla Model S was hacked by security researchers at a keen security lab, through disrupting all the car features, such as brakes, the door lock, disclosing locations and controlling computer screen from a distance of 12 miles [104] . For this reason, taking IoT privacy into consideration leads to gaining wider acceptance of IoT by customers and, thus, leads to IoT success [82] . In order to mitigate security and privacy issues in IoT, IoT architectures have to be investigated and studied. The following section surveys the existing IoT architectures in terms of considering privacy and security aspects, and the number of IoT architectural layers. www.ijacsa.thesai.org 
A. IoT Architecture in 2008
In 2008, Pereira [41, 123] proposed a five-layer architecture for IoT, which is shown in Fig. 5 .
It consists of five layers; named as the edge layer, the access gateway layer, the internet layer, the middleware layer, and the application layer. The edge layer involves all embedded systems, like RFID (Radio Frequency Identification), or sensors that are used for sensing the environment around us. The access gateway layer acts as a cross-platform communication that deals with message routing, publishing and subscribing to the layer above (middleware layer) through the internet layer. Middleware layer acts as the interface between the edge layer and the application layer, and it is responsible for managing information and devices. The topmost layer, the application layer, offers different services from the collected data in the edge layer to various consumers. These applications cover various industries including, but not limited to, food & drug, healthcare, retail, logistics, and public safety.
B. IoT Architecture in 2010
At this stage of IoT development, each application system worked alone, in which an object only communicates with another object in the same application system. As a result, the interoperability issues were common due to the lack of global standards. To solve such issues, Tan in [41] proposed a new layer called the coordination layer. The new layer performs the tasks of restructuring the packages from different application systems and reassembling them in order to form a unified structure that can be recognized and processed by the application system. Due to the nature of IoT, many objects communicate with each other and can generate massive data that leads to an exponential increase in the traffic and storage, which subsequently, creates a number of issues to be solved. To deal with traffic and storage issues, Lu et al. proposed the backbone network layer [35] .
In the same year, a three-layer architecture of IoT was proposed by Miao et al. It consisted of three layers see Fig. 7 , a perception layer at the bottom, an application layer at the top, and a network layer positioned between the two layers. The perception layer contains all the devices that are used for identifying objects and gathering information (e.g. RFID, 2-D barcode, etc.). Furthermore, it involves the nanotechnology devices that can be used to sense data from the objects in which microdevices are implanted within. The network layer is considered the core of IoT. It has the responsibility of assigning each object a unique address and transmitting the collected data from the perception layer to the application layer in a secure way, using different protocols, such as Wi-Fi, Bluetooth, and ZigBee. The application layer takes the responsibility of managing all applications implemented or developed in IoT. The previously mentioned architecture was the accepted three-layer structure of the new technology of IoT in 2010. It helps to understand the technical structure of IoT at the initial stage of its development. Vol. 10, No. 7, 2019 239 | P a g e www.ijacsa.thesai.org However, Miao et al. [5] argued that the three-layer architecture did not provide a complete understanding of IoT features and meaning. As a result, the authors proposed a new architecture, which was derived from the analysis of the technical framework of the Internet (the core of IoT), and the logic of the layered structure of the telecommunication management network (supporting the technology of IoT). The derived IoT architecture consisted of five layers as shown in Fig. 6 . Starting from the bottom, these layers are the perception layer, the transport layer, the processing layer, the application layer, and the business layer. The perception layer, as in the previous three-layer architecture, is responsible for preparing the information gathered by sensors (e.g. RFID, barcodes, etc.) as digital signals to be transmitted over the network. The transport layer performs the process of transmitting the collected data through wireless or cable network technologies. Things (objects) around us generate massive data that must be managed. Therefore, unlike the previous three-layer architecture, this architecture introduced the processing layer that has the duty of storing, analyzing, and processing the information received from the transport layer. Many advanced technologies are used in this layer, including intelligent processing, cloud computing, ubiquities computing, etc. In the application layer, the processed information is utilized in offering a variety of services. The business layer was introduced in this architecture because it can be used to consume the data obtained from the application layer to build business models, graphs and flowcharts, which are useful in evaluating the new technology of IoT. The authors suggested this layer guided by the saying; "the success of the technology relies on the innovation and reasonable of business model". Furthermore, the long-term development and effectiveness of IoT can reach a peak by conducting more research on the business model [5] .
C. IoT Architecture in 2011
Until 2011, security was not considered in the IoT architecture. The world today is facing a daunting challenge to deal with many security concerns (for instance, daily virus alerts, increased number of malicious crackers, and the emergence of new cyberterrorism threats). Consequently, security threats have become common, and there is an urgent need to take security requirements into consideration [124] . As any system connected to the internet, IoT devices and applications are exposed to different types of attacks. To resolve security threats in IoT, Li et al. proposed the first IoT architecture that considered security requirements and characteristics of IoT. It was a general architecture of trusted security systems based on IoT. Fig. 9 , depicts the proposed architecture.
As Fig. 9 , shows the architecture was built of five main components: the trusted safety management system, the security gateway, the unified service platform of IoT, the security infrastructure, and the unified information exchange platform. The trusted user module includes a trusted user authentication system based on IoT. According to this module, identity authentication makes users legitimate. A trusted perception module was designed to address security attacks that may target devices in the perception layer, such as RFID, sensors, camera, laser scanner, etc. These attacks include copying sensed information, a counterfeit of RFIDs labels, distribution of service attack (DoS), unauthorized access of users, and stealing or modifying RFID labels. Security in this layer can be achieved by applying an authentication mechanism, an access control mechanism, an encryption mechanism, and an audit mechanism. Trusted network module basically deals with the accreditation of network users. Moreover, it is responsible for security incident management, risk and strategy management, and the control of many security-related issues. The trusted terminal module deals with securing the platform technology by using encryption techniques and through securing the operating system. Li and his colleagues suggested that this architecture can help decrease the potential risks that may occur due to the access of untrusted users and terminal devices [36] . It can be called the transmission layer, and it performs the functionality of transferring or transmitting the collected data from the lower layer to the middleware layer for further processing. In the middleware layer, the collected data received from the network layer will be managed and stored in databases and processed for different purposes. This layer includes techniques or mechanisms used for information processing. Furthermore, ubiquities computation can be performed in this layer for the purpose of making decisions based on the computed data. In the application layer, the processed data from the middleware layer can be utilized by IoT applications and, thus, the application layer will provide global management for similar applications, such as smart health, smart homes, smart buildings, smart or intelligent transportation, etc. In the business layer, the data used in IoT applications can be exploited to build a business model, charts and graphs that may assist in developing or supporting the IoT technology [18] .
Application Layer Network Layer
Perception Layer
E. IoT Architecture in 2013
In 2013, an IoT architecture that integrated IoT with cloud computing was proposed by Zhou et al. in [44] . It was called CloudThings architecture, which is an online platform that assists system integrators and solution providers to create a complete infrastructure of things application for developing, deploying, operating, and combining things applications and services. The CloudThings architecture consists of three modules: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service(SaaS), as depicted in Fig. 12 . 
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Vol. 10, No. 7, 2019 241 | P a g e www.ijacsa.thesai.org CloudThings service platform (IaaS) helps users to run or operate any application on cloud hardware. This module offers users with distinctive management capabilities. It helps direct communication with deceives and offers storage or spaces to collect data on things and helps transmit event of things. The collected mass data can be exposed to an analysis by utilizing cloud computing and storage resources. CloudThings developer suite (PaaS) provides a set of tools for cloud services that can be used for things application development. CloudThings Operating Portal (SaaS) is a set of services provided by the cloud for the purpose of supporting the deployment and handling the special processing services, such as data intelligence and data discovery. The integration of cloud computing in IoT helps to develop things application. Using a cloud-based IoT offers a great advantage compared to traditional or conventional IoT development since the cloud provides services to develop, deploy, run, and manage data online. In other words, the cloud facilitates the development of IoT [38] .
F. IoT Architecture in 2015
The nature of IoT imposes the heterogeneity in things that are connected to the Internet. Due to the heterogeneity, interoperability among heterogeneous devices is a challenge. To address such a challenge, Service-Oriented Architecture (SOA) is one solution that may help to ensure interoperability among different IoT devices in many ways. In 2015, SOA of IoT was proposed by Li et al. in [5] ., which consists of four main layers, known as the sensing layer, the network layer, the service layer, and the interface layer as illustrated in Fig. 13 . Fig. 13 , shows that the layers are displayed horizontally starting from the sensing layer, and ending with the interface layer. Like the previously mentioned IoT architectures, the sensing layer acts as the perception layer, which includes all devices that can sense the status of hardware objects and acquisition protocol in order to transmit the sensed data. The network layer helps to support the connections among IoT devices over the different types of networks, such as wireless sensor network and mobile network. The service layer accomplishes the functionality of creating and managing services required by users and provides applications with ready-made services that are available upon request. The interface layer involves interaction techniques or methods, which users and applications can use to interact with the provided services of the service layer. Applying SOA in IoT ensures the availability of the features of extensibility, scalability, modularity, and interoperability among different IoT things [50] . 
G. IoT Architecture in 2016
In 2016, the focus of IoT architecture was on considering the existence of security. In [46] , Salman et al. proposed an IoT architecture with features of data decentralization and control centralization. This architecture, shown in Fig. 14 , is formed of four layers: the device layer, the network layer, the control layer, and the application layer.
Starting from the bottom, the device layer includes different types of identification device of things, such as RFID and sensors. In addition, it includes communication technologies like Bluetooth. Network layer performs data transmission that was received from the device layer. Many network types can be used in this layer, including wireless sensor network (WSN), Vehicle area network (VANET), legacy network, and mobile networks, such as second-generation (2G), thirdgeneration (3G), and Long-Term Evolution (LTE). Softwaredefined gateway (SD-Gateway) is the most useful component of the network layer of this architecture because it facilitates the interoperability among the different types of communication protocol, plus the communication between different networks.
Moreover, SD-Gateway provides many important functions such as firewall, packet encapsulation, and decapsulation, network address translation (NAT), enabling data storage through fog computing, and packet forwarding. The idea of this architecture was to distribute the computing power between cloud and fog nodes, which are located on the edge of SDGateway. This kind of distribution will tackle power consumption issues that arise when all data computation is done in SD-Gateway, and network unavailability when data computation is done in the central server (cloud). An intelligent algorithm is needed to decide which kind of data must be stored or saved locally in fog nodes, which sort of data has to be transmitted to cloud, and which type of data need to be deleted. The control layer performs all the computation and involves routing algorithms, scheduling algorithm, and defining the security rules. The central control will lead to scalability limitation and can affect the security enhancement of this architecture. In the application layer, a different IoT application can be implemented. The control layer offers the benefit where the same applications can be deployed on a different SD-Gateway. Different types of management can be performed by this layer, for example, quality of service (QoS), security, privacy, and data analysis [40] .
H. IoT Architecture in 2017
In 2017, a four-layer of secured IoT architecture was discussed by Adat and Gupta in [49] . It is mainly composed of four layers: the perceptual layer, the network layer, the support layer, and the application layer, as depicted in Fig. 15 . Fig. 15 illustrates that the perceptual layer is used to collect a different kind of data through physical devices and sensors. The network layer achieves information or data transmission from the perceptual layer to the processing unit. In the support layer, intelligent data operations and processing are executed. The top-most layer (the application layer) deals with end-users. This layer caters for consumers' needs by incorporating users' need in the applications. In this architecture, the analysis of security features in each level or layer was discussed, along with the security requirements, which are necessary to meet the security concerns at each layer. As Adat and Gupta discussed, the main challenges in the perceptual level are devices resource constraints, devices can be exposed to different Denial of service attack (DoS), interferences among devices, issues of confidentiality, integrity, availability (C-I-A) of sensed data at this layer. They suggested that, in order to avoid such challenges in the perceptual layer, the mechanisms of lightweight encryptions, protection of sensed data, and key agreement have to be implemented and applied. In the network layer, Adat and Gupta point out that the main challenges are congestion in the network, eavesdropping, and counterfeiting of the transmitted data, junk emails, and viruses, distributed denial of service attack (DDoS). The key defensive mechanisms for such threats are encryption techniques, antiDDoS, and communication security. In the control layer, the major issues are intelligent massive processing of data and the filtration of suspicious information. The key solutions for these issues are using techniques to secure multiparty communication and secure computing. The main challenges in the application layer are data privacy and information leakage, application-dependent challenges, and control of access. To address such issues, the privacy protection and security education and management have to be considered [106] . (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 10, No. 7, 2019 243 | P a g e www.ijacsa.thesai.org Concurrent with this layer, another four-layer IoT architecture was proposed in [107] by Yuchen et al. The security issues and solutions in each layer were also discussed. The four layers of this architecture are illustrated in Fig. 16 .
At the perception layer, various devices are used to collect data, including sensors used to sense temperature, sounds, vibrations, movements, pressure, etc. According to this architecture, this layer is divided into two parts: the perception node and the perception network. The perception node is used for data acquisition, and includes things such as sensors, controllers, etc., while the perception network can be a node that has the ability to communicate and send the obtained data to the gateway [108] . This layer includes technologies such as WSN, implantable medical devices (IMDs), RFID, Global Positioning System (GPS), etc. Several issues were discussed in this layer, as the physical attack on sensor nodes that may lead to destroying or disabling the node. To avoid such attack, QoS should be ensured by having the capability to detect the faulty node and to take actions to minimize the degradation of the service. In the network layer, Yuchen et al suggested using lightweight mobile IPv6 and IPsec as mentioned in [109] , since they are the best IoT solution in terms of security and efficiency. In the transport layer, Yuchen et al suggested implementing the two-way communications between IoT devices, such as Datagram Transport Layer Security (DTLS) protocol as discussed in [110] - [112] , which provides full authentication DTLS handshake based on the exchange of X.509 certificates that include RSA keys. In the application layer, a variety of applications can be developed, such as smart homes, real-time health monitoring, energy management, environmental monitoring, smart parking, and many other applications. Through these applications, several threats can be noticed and there is an inevitable need to develop standards and security policies for IoT products [107] .
Addressing scalability and management issues in IoT is crucial. A new architecture was proposed in 2017 for the purpose of addressing the scalability and management issues based on transparent computing in [42] by Hui et al. This architecture is composed of five layers, as shown in Fig. 17 .
As is shown in Fig. 17 , the first layer is the end-user layer, which consists of many IoT devices such as PC, Pad, Phones, Vehicle, Sensors, etc. These devices install MetaOS to support the cross-platform and execution of dynamic services. The installed MetaOS can assist them to boot many OSes from the upper layer (edge network layer), by network protocol through different lightweight terminals, which lead to scalability in IoT. Edge network layer has devices, such as a high-performance router and small-scale server that are used to collect and process the data of users, which are collected from the end-user layer. In this layer, the data will be sent to the upper layer (service and storage layer) through the core network layer that forms a bridge between the network layer and the service and storage layer. The service and storage layer has many servers, such as data server, software server, and control server. The main function of the data server is to store the data collected from the lower layer of analytical processing. The software server is responsible for storing the applications and program files of the OSes of the IoT devices and edge devices. The control server is used for managing the two servers (software and data). The management layer manages the servers in the service and storage layer and gives the control server tasks or duties that include adding or updating software. Transparent computing in this architecture is useful for improving the scalability of IoT apps, by logically splitting the hardware and software of IoT devices. This architecture is effective and efficient as the conducted experiment showed [42] .
I. IoT Architecture in 2018
Recently, Blockchain was integrated into IoT to solve the challenges related to IoT device management. New IoT architecture was proposed in 2018 to provide a decentralized access control system connected to a distributed sensor network. The architecture was composed of six components which are wireless sensor network, managers, agent node, smart contract, Blockchain management, and management hub [132] as illustrated in Fig. 18 .
In this architecture, a wireless sensor network includes IoT devices. As seen in Fig .16 , IoT devices do not belong to the blockchain network. The manager has the responsibility to manage the access control permission of a set of IoT devices. The agent node is a specific Blockchain used to deploy smart contact in the system. The access management system is governed by the operations defined in a single smart contract, which is unique and cannot be deleted. The Blockchain network proposed in this architecture is a private network. Management hub is used to translate the information encoded by in CoAP messages by the IoT devices into JSON-RPC messages to be understood by Blockchain node. The proposed architecture addressed the issue of scalability problem of managing billions of IoT devices [113] . Computing [42] . www.ijacsa.thesai.org sublayers (device to device communication, connectivity layer). Fog computing layer, which processes data by edge node to make decisions on data. Data storage layer which stores and protect the obtained information from the edge layer. Management service layer which deals with handling the communication between devices and data centers and it consist of (network management layer, cloud computing layer, and data analytic layer). Application layer that allows software to interact with previous layers and data. Security layer which protects all layers through data encryption, user authentication, network access control, and cloud security [114] . The following Fig. 19 . illustrated layers of this architecture.
Another new architecture was proposed in 2018 to tackle challenges of IoT such as scalability, extensibility, interoperability, and integration of heterogeneous devices and protocols. This architecture was based on microservices in the cloud. The architecture uses microelements that involve microservices, which are specific IoT functionalities that can be migrated across various virtualized infrastructure and microdata to exchange across services and devices. In this architecture as depicted in Fig. 20 ., the microservices is integrated into both edge servers and cloud. Microservices in edge servers supports computation in sensors locally which can save bandwidth for cloud communication. Microservices in cloud server performs Cloudification, virtualization and softwarization, and security of IoT. (IJACSA) International Journal of Advanced Computer Science and Applications, Vol. 10, No. 7, 2019 245 | P a g e www.ijacsa.thesai.org [35] , [105] , did not consider the storage and processing in their layers. It is well known that data collection is the main functionality of IoT devices. Thus, the collected data need to be processed and stored, in order to be presented or disseminated to the users. In other words, the flow of the data collected by IoT devices was not depicted in this architecture. The architecture that was proposed in 2010 added more description to the previous IoT architecture, in which the storage and the processing layers were introduced. The architectures proposed after 2010 described the comprehensive meaning of IoT, starting from the data collection layer, followed by the network layer, then the processing layer, and ending with the application layer. As shown in Table 2 , until 2011, none of the IoT architectures considered security. Table 2 shows the number of IoT devices that reached 12.5 billion in 2010, which resulted in increased concerns related to security issues that threaten IoT. Accordingly, the IoT architecture proposed in 2011 started considering security in IoT layers. It discussed security techniques that can help to decrease the potential risks of the network that may occur due to the access of untrusted users. This architecture was based on a summary of former scholars' research that combined security requirements and IoT characteristics. Scalability and interoperability issues of IoT were considered by the IoT architectures that were proposed in 2014 and 2105. Cloud computing was integrated into IoT architecture to provide a solution for scalability challenge in IoT. Whereas, service originated architecture (SOA) was integrated into IoT architecture to avoid interoperability issues that may occur due to the heterogeneous IoT devices. From 2016 onward, scholars paid more attention to the security issues in IoT. Architectures proposed during this period discussed all the security issues and challenges in each IoT layer, and some recent architectures proposed in 2017 include more details regarding the threats and requirements, and how to deal with such threats. As noticed in architectures which were proposed recently in 2018, different technologies such as Blockchain, 5G, and microservices in the cloud were used to mitigate the challenge of scalability in IoT.
Regarding the consideration of security and privacy aspects in IoT architectures, the findings showed that the existing IoT architectures lack security and privacy aspects. As presented in Table II , none of these architectures considered privacy preservation in IoT. Similar to other technologies, data is the main component of IoT. The data collected by sensors is stored, processed, and presented to users at the end. Therefore, in each IoT layer, there is an inevitable need to secure data and preserve users' privacy. Security in IoT can be achieved by applying security mechanisms, such as encryption and authentications, as pointed out recently by many scholars in [7] , [7] , [11] , [43] , [107] . The pervasive nature of IoT imposes many threats that affect individuals' privacy [116] . In IoT, data collection, data storage, data processing, and data representation increase privacy concerns [117] . Many privacy preservation techniques were used for preserving data generated by many technologies, including data mining, data publishing, and wireless sensor network, which were discussed in [118] , [119] , [128] - [130] , [120] - [127] . Recently, scholars have started paying more attention to privacy issues in IoT, as discussed in [131] - [133] . Considering privacy in IoT architecture layers is necessary to preserve users' privacy, which contributes to the sustainability of IoT technology.   To achieve security; authentication mechanism, access control mechanism, encryption mechanism, and audit mechanism were used.
It considered important features such as integration, management, supervision of many resources of information security. [38] www.ijacsa.thesai.org VI. CONCLUSION As technology evolves, new concepts emerge in the technology world that adds new advanced features to serve the world with influential solutions. This paper presented a systematic literature review to study the existing IoT architectures in terms of architecture classification (the number of layers), limitations in each architecture, and considerations of different aspects or features in each layer such as storage, processing techniques, security, and privacy. The findings show that the improvement of IoT architectures occurred gradually as technology evolved. In addition, the initial IoT architectures were very abstract and did not provide a comprehensive meaning of IoT nature. On the other hand, late architectures focused more on the essence of IoT and concentrated on how the data can be transferred, stored, and transmitted to the consumer. Different supporting technologies were considered in each layer of the different IoT architectures. The consideration of the security aspect in IoT architecture started in 2011. Overall, it was clearly noticed that none of these architectures has considered privacy preservation in IoT. Considering privacy in IoT architectures is very important for users to accept the IoT technology. Thus, there is an inevitable need to address privacy issues in IoT, which is considered a key factor in the sustainability of IoT development. The research will be extended to consider user privacy in all IoT architecture layers, by integrating privacy mechanisms in IoT architecture layers.
VII. RESEARCH DIRECTION
Efforts must be devoted to integrating privacy preservation mechanisms when designing an IoT architecture, with the aim of preserving the privacy of users on one side and providing quality services on the other side. Privacy issues should be addressed at every IoT stage or level to avoid any attack that may compromise the data and, thus, influence the trust of users which could impact IoT sustainability.
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